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1. Logqging In/Out

Point your browser tahe ROCIS website (www.rocis.gtw)ogin to the systemReadthe For
Official Use Onlynessagend click thebutton to proceed

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS

***************************WARN | NG*********************************

This is a U.S.General Services Admini: ion Federal G system that is "FOR OFFICIAL USE ONLY." This

system is subject to itoring. Therefore, no

ion of privacy is to be assumed. Individuals found performing

unauthorized activities are subject to disciplinary action including criminal pr

ROCIS will not work properly in Compatibility View for Internet Explorer 11+ users. If you're expenencmg lssues
with ROCIS, view the Turning Off Compatibility View Mode in Internet Exp

how to turn off Compatibility View and clear your internet browser cache in Internet Explorer 11 You may have to
contact your IT support to access these settings.

| have read the message and proceed to login page

Figure 1.1: For Official Use Only Warning Screen

MAX.gov provideuser identity authentication servicéas ROCI$cluding ID/password
validation,2-factor authenticationand PIV/CAC card accegdl ROCIS users will need a

MAX.gov account to access ROCIS. If you do not have a MAX.gov account, please rdwster at
MAX.gov website (https://portal.max.gov/portal/home)

Click the Login button on the next screen to verify your identity with MAX.gov.
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Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS User Information and How to Guides:
Guidelines for Submission:
The ROCIS login process has integrated with
MAX.gov. All ROCIS users must authenticate
through MAX.gov to gain access to ROCIS. Unified Agenda Users:
Regulatory Information Data (RID) Forms and Instructions

Guidelines for Fall Regulatory Plan, Unified Agenda, and EQ 13771 Submissions &

ROCIS How to Guide for Agenda Users revised Sept 2017 & &
E.O. 12866 Users:

ROCIS How to Guide for EO 12866 Users revised Sept 2017 & &
E.O. 13771 Users:

L°g in to ROCIS ROCIS How to Guide for EO 13771 Users revised July 2018 & &

with MAX.gov

Information Collection Review (ICR) Users:
ROCIS How to guide for PRA Users revised Sept 2017 & &
PRA.digital.gov

Privacy Module Users:

ROCIS How to guide for Privacy Users revised Sept 2017 & &

Training Information:
Unified Agenda & Reg Plan:
Training Dates and Enrollment Procedures 202010
EO 13771, EO 12866, PRA and Privacy:
EO13 EO12 PRA Privacy Training Info 202009

Figure 1.2: Login Screen

Logging in to MAX.gov with your PIV/CAC satesfies the ROCIS metftlictor authentication
requirement. If you login to MAX.gov with your user ID and password, you will be required to
provide a second authentication factor, either using an authenticator app or via text message
on your mobile devie.

MAX.GOV LOGIN Register For AMAX Account ~ Manage Password ~ Contact Us

SIGN IN USING ...

MAX.GOV USER 1D (2]

= User ID
User ID (your email address)
PLUG IN YOUR i
. PIV/CAC CARD Password:

Your MAX.gov Password

D Use Secure+ (Authenticator App or SMS) Q

Continue with PIV/CAC Continue with User ID

Forgot, Set, or Change Your Password

A AY ACENMCY EENEDATED PADTAIED £

Figure 1.3:MAX.gov Login Screen
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After successfully logging in to MAX.gov, you will be redirected to ROCIS.

Click the arrow for th&EO 13770noduleto continue

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS

Help Desk toll free telephone number: 1-866-450-5250. This help desk services all of GSA and Federal
Agencies using GSA applications such as ROCIS. If your question cannot be answered immediately, it
will be referred to the ROCIS technical team. Be sure to document your call number and the name of
your help desk contact for follow-up.

Please select one of the following sub-applications to perform your tasks.

% EO 13771

Perform ROCIS EO 13771
related tasks.

D Admin

Perform administrative
tasks such

as password renewal and
updating user profiles.

Figure 14: ROCIganding Page

Click the Logout link at the top, right cornerasfy ROCIS page to logout of ROCIS.

R@ms,gov UAT Login: s LoGoUT

HOME ADMINISTRATION HELP

0 9 A o

Figure 15: Logout Link

Logging out of ROCIS does not automatically log you out of MAX.gov. You MAX.gov session may

still be active which means that you can log back in to ROCIS without havirgewfyeyour

identify in MAX.gov.To protect your privacy, close all browser windows when you are finished,
especially if you are using a public computer. By taking these steps, you ensure the security and

privacy of your agency's data in ROCIS.
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On the next screen, clithe MAX Logout button to log out of MAX.gov. This will require you to
log back in to MAX.gov before the next time you access R@GER.the ROCIS Login button to
log back in to ROCIS.

Help Desk:1-866-450-5250

R@CIS.GOV UAT

You have successfully logged out of ROCIS.

Your MAX.gov single sign-on session may still be active and you may be able to log back in to ROCIS without verifying your identity on
MAX.gov. To protect your privacy, close all browser windows when you are finished, especially if you are using a public computer. By
taking these steps, you ensure the security and privacy of your agency's data in ROCIS.

Click the MAX Logout button to log out from MAX.gov.

Click the ROCIS Login button to log back in to ROCIS.

Figure 1.6: Logout Screen
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2. YOURUSERPROFILE

Take a moment toeview your user profile Click the Administration tab. Then click tdser
Profileiconin the Administrationtoolbar. The User Profilpageprovides you a place to view
and update your user information.

Login: jpaez On Behalf OF. sday1 LOGOUT (3

R@CIS.GOV UAT A~

" AGENDA/REGS EO 13771 PAPERWORK REDUCTION ACT (PRA) ADMINISTRATION

= )] S i 3 22¢

USER PROFILE CHANGE RECERTIFICATION ~ EMPLOYEE  OIRAEMPLOYEE AGENCIES
PASSWORD ADMIN

Home Administration User Profile
User Detail

* Denotes Required Field.

Personal Information

Account Information

Employee Number 133877

" UserLogin sday1

* User Encrypted Password 2kGgumgkIC37A

Title |

Agency [ Sub Agency HHS

= Agency |2 0900 HHS [<]

Sub Agency | Search or select

Communications Address
Tedephone, TDD and Fax must contain exaclly 10 digits and can be seperated by (. ). - or a blank.
Suchas 989 590 8690 and Street Address | J

\ |
[702-4a1-0838 et

\
o[ ] ay [ ]
Fax l:l State ‘ A Search or select ‘vl
*E-Mail | sday@noemail com | zip I:l

* Selected Roles
AUTHORIZED PAPERWORK CONTACT(APC) - 0900 HHS
AUTHORIZED PAPERWORK CONTACT(APC) - 0905 PHS
AUTHORIZED PAPERWORK CONTACT(APC) - 0906 HRSA
AUTHORIZED PAPERWORK CONTACT(APC) - 0807 PSC (i)
AUTHORIZED PAPERWORK CONTACT(APC) - 0910 FDA
AUTHORIZED PAPERWORK CONTACT(APC) - 0915 HSA
AUTHORIZED PAPERWORK CONTACT(APC) - 0917 IHS
AUTHORIZED PAPERWORK CONTACT(APC) - 0918 AHRQ (i}
AUTHORIZED PAPERWORK CONTACT(APC) - 0920 CDC
AUTHORIZED PAPERWORK CONTACT(APC) - 0923 TSDR hd

SAVE CANCEL

Figure2.1: User Profilelconand User Detail Screen

Please verify and make appropriate changes to any information, paying particular attention to

your telephone number and emaild @S &2 dzNJ AYF2NX I A2y @
bottom of the screen.

Remembeto the User Profile to modify your personal information, such as your phone number

or e-mail address, whenever changes occur.

Your profile will also display the role(s) that have been assigned to your usetistiofAhe
agency EQ3771roles can béound in Appendix A.
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To leave the User Profile page, scroll to the bottom and Hiaké&)if you changed anything) or
ZanceD This will take you back to the ROCIS Employee Administration screen.
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3. USERCONTACTEARCH

The purpose of the Employealinistration screen is to allow ROCIS users to find other ROCIS
users via the search capability. For instance, if you would like to send arR@E@IS usen e
mail, you are ableto searéheé (G KS dzaSNRa F3SyoOesx NR{S FyRk2NJ

R@CISGOV UAT Login: jbaez  On Behalfl OF abakale LOGOUT

JOME AGENDA/REGS ADMINISTRATION HELP

[ ) J13 X m

Home

-

Administration Employee Admin
ROCIS Employee Administration

User ID Last Name

Profile Agency First Name

[ searchorses s I
SubAgency Employee Number

[ Seachorssies 7] I

Role

[ search or select [=]

Assigned Role Agency

| Search or select

Assigned Role SubAgency

% Search or select

Search Range:

@ Users
) Contacts

(") Both Users and Contacts

SEARCH CREATE A NEW CONTACT
I

No data available in table

Showing 0 to 0 of 0 entries

Figure3.1: EmployeeAdministration Screen

If you are thePrimaryUnified Agendd@OC for your agency, it is a good idea to periodically
check the authorized users for your agen8mmplychoose the desired role (RDRP, RDRM

and/or RDRAandyour Assigned Role Agency and direk Search button If there are people

who have left your agency and still have active accounts, please contact the Help Desk so that
the accounts can be inactivated and locked.

When you have satisfied your ROCIS administrative functions, click &Ot#/71tab to
return to the EO 13771 module
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4. User Recertification

Any user acquiring a ROCIS production account Bigsa security agreement provided by
RISC. The ROCIS systequires that users recertify the terms of the security agreement every

year.

Two weeks before your security agreement anniversary date, ROCIS will begin to remind you
that you will need to recertify. The Recertification icon can be found under the Administration

tab.

Home:

R@C[S_GOV UAT Login: jpaez On Behalf OF jmowery

ADMINISTRATION

oo )& =

Administration Recertification

User Recertification

GSA requires that all system users recertify their accounts on a yearly basis. To recertify your ROCIS account, please review the security
requirements below. After you have finished, check the "Confirm” box and click the "Recertify” button.

ROCIS Security Requirements for System Users

The RISC/OIRA Consolidated Information System (ROCIS) supports the following informational and review functions

« Preparation by GSA's Regulatory Information Service Center (RISC) of the semiannual "Unified Agenda of Federal Regulatory and

Deregulatory Actions” and the annual "Regulatery Plan,” in accordance with Executive Order 12866 and the Regulatory Flexibility Act;

« Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 12866,

« Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatery actions under Executive Order 13771, and
« Review by OIRA of information collections under the Paperwork Reduction Act.

« Review by OIRA of System of Records Notices (SORN) and Matching Agreements (MA).

Each of these functions requires entry and updating of information by authorized users acting on behalf of their respective Federal agencies

This document contains the principal security requirements that all users of ROCIS shall observe and abide by in connection with their use of the
ROCIS system

Access to ROCIS

Users gain access to ROCIS via an Internet browser. To enter the system, a user must indicate acceptance of the terms of the following warning
notice:

WARNING

This is a U.S. General Services Administration Federal Government computer system that is "FOR OFFICIAL USE ONLY." This system is
subject to monitoring. Therefore, no expectation of privacy is to be assumed. Individuals found performing unauthorized activities are
subject to disciplinary action including criminal prosecution.”

Other applicable laws include the "Federal Information Security Modernization Act of 2014 (FISMA 2014)", Public Law No: 113-283: the
Computer Security Act of 1987, PL. 100-235: OMB Circular A-130, Management of Federal Information Resources, Appendix I1l: Security of

Eederal Automated Information Resanrces: and the Privacy Act 5118 G 5523

LOGOUT

Figure4.1: Recertification Icon in Administration Toloar

The latest version of the ROCIS Security Agreement is displaykd Becertification screen
After reviewing thepagee OK S O1 ( KS Witkzhg Recexiify Qutt@nAfter
successfully logging in to MAX.gov, youweamtification anniversary dateill be updated in

ROCIS

by R
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| TavE dCCess (U SeTsve Of propretdary mMornTiEior i ime SySeEnT.
Rules for Behavior

All authorized governmental and contractor users of ROCIS will be responsible for data protection, including maintaining the confidentiality and
integrity of sensitive data from unauthorized or accidental disclosure, misuse, or alteration. Users will be held accountable for their interactions
with ROCIS and its data. Compliance with these rules will be enforced through sanctions commensurate with the level of infraction. For infraction
violations, disciplinary actions may include a verbal or written warning, removal of system access for a specific period of time, reassignment to
other duties, or termination, depending on the severity of the violation.

General Requirements:

Users shall be familiar with the ROCIS security and operational policies and practices and with any corresponding requirements of their
agency. Users must promptly notify GSA-IT, RISC, OIRA and, if appropriate, other Federal agency security personnel, of any security
incident(s) related to ROCIS.

Users must attend ROCIS training and their agency's security instruction as required Users must maintain an awareness of threats to the
ROCIS application, server hardware, or data. Users must maintain familiarity with the functienality and proper use of ROCIS.

ROCIS will track actions of users through audit trails. Individuals will be held accountable for their actions on the system and for any accesses
made with their user names and passwords.

Users shall not upload data into ROCIS from files created on other systems unless they have first been scanned by an antivirus protection
system.

Users shall report security incidents via procedures outlined within the GSA IT Security Procedural Guide: Incident Response, CIO-IT Security-
01-02

Use and Protection of Data:

« Users must access ROCIS only through authorized interfaces

« Users shall not attempt to view, change, or delete data, or to perform any other actions in ROCIS, unless authorized to do so

« Users must control access to their personal computers whenever they are logged into ROCIS. Users should terminate their connections to
ROCIS immediately upon completion of their work in the system and whenever their personal computers will be unattended.

Personally Identifiable Information (Pll)

« DO NOT enter any personally identifiable information (Pll) into ROCIS
« This includes data entered in ROCIS fields and the content of documents uploaded to ROCIS.
« Most ICR data entered and documents uploaded into ROCIS are displayed on Reginfo.gov (public website)

Confirm: [

RECERTIFY CANCEL

Copyright 2020 GSA. All nights reserved

Figure4.2: User Recertification ScregBottom)
If you do not recertify through the process above BEFORE your anniversary date, ROCIS will
Fdzi2Yl GAOFft&@ &aSYyR @2dz 2 (GKS W! aSNJ wSOSNIATA
not recertify, you will be logged out. This process will be repkatdil youcomplete the
Recertification process

When you have satisfied your ROCIS administrative functions, click &OH&771ab to
return to the EO 13771 module
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5. Agency Inbox and the Navigation Toolbar

At the top of the screen istab for each of the ROCIS modules you have access to. Each
module has its owset of tabgiconsthat work like dropdown menus. Wave your mouse

cursor over a tab or icon to view menu options. If no options appear, click the tab/icon to
navigate to thatocation. Theserowsof tabdiconsarereferred to as the Navigation Toolbar.

ROCIS provides all users with an Inb@aufor tracking the progresBRArequests. Thenenu
includes different listseach of which is discussed beloWave your mouse cuos over the
Inbox icon in the navigation toolbar to access the various sections:

1. Created Request Listincludes requestthat havebeencreated in ROCIS, but have not
beensubmitted to OIRAor review. These requests may also be deleted from ROCIS
(not reversible, cannot be recovered).

2. Submitted Request Listincludes requests that have been submitted to OIRA for
review. It also includes requests that have been opened for amendment by OIRA.

3. Concluded Request Lisincludes requests for which OIRA ltasnpleted their review.
Displays last 30 days of conclusions, by default.

R@_)CISGOV UAT Login: jpaez  On Behalf Of bborg LOGOUT

ADMINISTRATION

8] "D

NILITIES SEARCH PACKAGE HISTORY

INBOX REQUEST

Created Request List Created Request List

Created Request Filter List .
Created Request List

Submitted Request List
Submitted Request Filter List

EXPORT FILTER LIST VIEW ALL
Concluded Request List
Fiscal . | Created .. & A A
AgeneyiSub &) Tite ¢| Reauestivee -
0172020 2021 Borg SBA Small Business Timber Sel-Aside Program EO13771 RINZZRIN
Brittany Request
2020053759 £45-AHOE 08/31/2020 2021 Borg SBA Regulatory Reform Initiative: Streamlining Surety Bond Guaraniee Program EOQ13771 RINZRIN
RZ-001 Britiany Request
202006-3245- 3245-AH15 06/03/2020 2021 Krishnan, SBA Regulatery Reform Initiative: Intermediary Lending Pilot Program EO13771 RINZZRIN
RZ-008 Charu Request
202006-3245- 3245-AH14 06/03/2020 2021 Krishnan, SBA Regulatory Reform Initiative: Government Contracting Programs EO13771 RINZZRIN
RZ-007 Charu Request
202008-3245- 3245-AG08 06/03/2020 2021 Krishnan, SBA Regulatory Reform Initiative: Streamlining and Modemizing the 7(a). Microlean, and 504 Loan Programs to Reduce EO13771 RINZRIN
RZ-004 Charu Unnecessary Regulatory Burden Request
202006-3245- 3245-AG93 06/03/2020 2021 Krishnan, SBA Regulatory Reform Initiative: Small Business Invesiment Gompany--Regulatory Streamlining EO13771 RINZZRIN
RZ-003 Charu Request

Showing 1 to 6 of 6 entries

List shows all requests (No Time Limit).

Copyright 2020 GSA_ All rights reserved.

Figure5.1: Created Request List with Inbox Menu

You can sort any list lanyof the columrs. The first time a user clicks on the column heading,
the column data is sortedClickit again to reversé¢he sort order.
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Each of the lists in your Inbox has a Filter List page. Click the Filter List button on any list to
view the fields that you can filter that list on. For example, you can use the Concluded EO
Package Filter page expand the Concluded EO List and display requests concluded more than

30 days ago.

R@CISGOV UAT Login: jbaez  On Behalf OF. bborg LOGOUT (+
HOME EO 13771 ADMINISTRATION HELP
a D 2o Q 8] )
INBOX REQUEST UTILITIES SEARCH PACKAGE HISTORY
Home Reg/Dregs Inbox Concluded Request List

Concluded Request List

Criteria: Status={Concluded); EXPORT VIEW ALL
I e e e
202008-3245-AC-001 101312020 2020 SBA SBA 2020 EOFY Accounting Submission Consistent without Change: EOFY Accounting Request

Showing 1to 1 of 1 entries

List shows all requests that were concluded in the last 30 days

Copyright 2020 GSA_ All rights reserved.

Figure5.2: Concluded Request List with Filter List Button

A
R@CIS_GOV UAT Login: joaez  On Behalf OF. bhorg LOGOUT (3
HOME E0 13771 ADMINISTRATION HELP
< L
@ D % Q D ‘D
INBOX REQUEST UTILITIES SEARCH PACKAGE HISTORY
Home Reg/Dregs Inbox Concluded Request List

Agency Concluded Request List Filter

RIN/OME [ |
Date Concluded(mmiddiyyyy) | | To| |
From

Concluded in [0 Searchorselect =]

Agency | Search or select |v‘

8ub Agency |‘} Search or select |"

Tille [

Conclusion Action | Search or select ‘v|

Request Type | Search or select |'|
| seanch ]

Copyright 2020 GSA. All rights reserved.

Figure5.3: Concluded Request List Filter Screen

To view and/or edit a request, click the RequeslinR in the first column.

Each list is display in pages with 10 requests per page, by default. Click the View All button on

any list to view all of the requests in that list on one page.

The page displayed on the screen can be exported to MS Excelpdrotee entire list (i.e. all

LI 3Sa0x Oft A0] GKS WxASg 'ffQ o0dzid2y TFANERI
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R@)CIS.GOV UATL

Login: jpaez On Behalf OF: sday1 LOGOUT ()
HOME AGENDAREGS EC 13771 PAPERWORK REDUCTION ACT (PRA) ADMINISTRATION HELP
ST R
=) D % Q D D ¢
INBOX REQUEST UTILITIES SEARCH PACKAGE HISTORY REPORTS
Home: Reg/Dregs Inbox Created Request List

Created Request List

Criteria: Status=(Created): @ FILTER LIST @
o 2 50 g ﬂ

| Requestype o
201807-0910-IC- Day, Sonny  HHS/FDA

EO13771 ICR

o1 Request
201807-0936- O7/062015 Day, Sonny  HHS/CMS EO13771 RINZRIN
RZ.003 Request
201807.0038- 0710612018 Day, Sonny  HHS/CMS EO13771 RINIZRIN
RZ002 Request
2015070938 07/062015 Day. Sonny  HHS/CMS EO13771 RINIZRIN
RZOM Request

Showing 1 to 4 of 4 entries

List snows all requests (No Time Limit).

Figure5.3: Created Request List with View All and Export Buttons
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6. AGENCYSUBMISSIONSTATUS

When you arrive inthe ROAS mMoTTM Y2RdzZ S | FGSNIJ 4dz00S & a Fdz f
Agency Submission Status page, with a row of additional tabs to choose from. This page will

f gl eéa aAK2g &2dz GKS Odz2NNByd adlddza 2F &2dzNJ | 3
Allowance EOFY Accounting and Noompliance Target). See below for more information

about these yearly EO 13771 requests.

Your default view is the FY Allowance tab for all of the agencies you are assigned to in ROCIS for

the current fiscal year. You can chanpe fiscal year, or select a specific agency (depending on

your access in ROCIS) to modify your view. The FY Allowance tab shows information about the
4St SOGSR 3SydeqQa C, NB3Idz I 42N O2aid OF LJA F2N
year.

Figure6.1: Agency Submission Status (FY Allowance Tab)

15 November 16, 2020

































































































































































































































